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About mConsole

The SecurLOCK™ Equip Mobile Card Services platform enables
cardholders to control their payment cards from their smartphones.
Cardholders can set preferences that define when, where, and for how
much their cards can be used and receive near real-time transactions.

The Mobile Card Services platform is accessed through the mConsole, a
web-based, back-end application. The mConsole supports role-based
access; when users log in, they are restricted to specific mConsole
screens based on the Admin group to which they are assigned.
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Browsers

The mConsole application is supported by these browsers:
- Internet Explorer 11

- Microsoft Edge 42 and higher

- Google Chrome 75 and higher
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Access mConsole

Access the mConsole application by using FIS eAccess.

1. Enter this URL: www.fisglobal.com/login
2. Click Login under 'FIS E-ACCESS.’

3. After selecting the eAccess option, login to FIS eAccess by entering your User ID
and password.

FIS E-ACCESS r: i S FIS

eAccess

Formerly named eFunds Online, this secure site provides clients access

to DDA origination services and DDA risk management, along with Login
information E’e”a'm"g to Electronic Paw_]e”T and EFT Solutions This secure site provides access to services and information applicable to our customers
Examples of services, reports, or documentation includes: ChexSystems®, To obtain access to this site, contact your local administrator or your FIS representative
QualiFile®, FraudFinder® and EFT Transaction Reporting. To obtain ’ v v P
access to this site, contact your local administrator or your FIS
representative. User ID [
Password l

ge—

se Did you forget your password?
~I1S



http://www.fisglobal.com/login

Access mConsole

S
- 3 FIS
r: I S eAccess
e

4. Click Open to access the SecurLOCK™ Equip
mConsole app. —,

Services
Securl OCK™ Equip  Open

5. The SecurLOCK Equip mConsole app opens in
a new tab in the browser.

55 Dashboard %, Customer Support @ Reports @ Fl Onboarding
*Note: the ‘Help'link
in the top-right - e
opensthe
SecurLOCKEquip
guide that provides

users with additional
information on the
mConsole.
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Access mConsole

SECURLOCK EQUIP mConsole

%2 Dashboard & Customer Support @ Reports @ FI Onboarding

« Afinancial institution’s users can get access to mConsole through a
Single-Sign-On process via FIS eAccess. Specifically, the user accesses
mConsole directly via a secure link within the eAccess portal.

« Given the user has access to the link via eAccess, the user is already
authenticated and can go directly to mConsole without additional validation.

* Modules within mConsole are based on individual user privileges:
Dashboard, Customer Support, Reports, and FI Onboarding (FI Config View).

* FIS Client/Customer Support can also access this application.
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Access mConsole

* You will see up to four mConsole tabs and their components:

» Dashboard: Default screen initially shown when a user logs in to the
application; provides real-time key metric reports related to user
registration, active users and transaction alerts and controls.

» Customer Support:Access user, card, and transaction information and
activity in the Mobile App and make changes on behalf of the user; for
example, you can reset cards that are locked during the card registration

process.
» Reports: View and generate reports related to activities in the system.

» FlI Onboarding:Used to access the FI Config View tab, which enables
viewers to see the configuration settings for their FI.

SI=



Access mConsole

FIS

Ponthly
Weekly

=

=

Customer Troubleshooting b o *
Reset Registration State X X X
Customer Details X X ¥
COn Behalf Of X b4

Activity Viewer X X X

Wiew Generated Reports X
Wiew Scheduled Reports b
Create Report X

Unsubscribe (Wiew] X X




Access mConsole

« Auser can have access to one or more modules within mConsole based on
their Role definition. Role definitions are predefined at the system level.

« Thereis no limit to the number of mConsole users that a financial institution
can define.

 FImConsole users will only have access to information that is specific to
their financial institution.

SI=
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 General Informat

* Portlets

* Export datato a s

* Monthly/Weekly




Dashboard Tab

DEC-18 JAN-18 FEB-19 MAR-19 APR-19 MAY-18  JUN-18 JUL-19

« The Dashboard provides key metrics about users, alerts and controls.
« Al metrics are displayed even if a financial institution does not provide a particular service;
however, the graphs for those metrics would not contain any data.

* Metrics can be viewed by the month or by the week.
» Monthly view shows the key metrics for a rolling twelve-month period.

» Weeklyview displays the same information by week.
 Metrics data can be exported as an Excel spreadsheet.
 An FI's users can only view information specific to that FlI.
* An agent bank’s users can choose to view a specific Fl or all FI's by choosing from

~ the ‘Select FI'drop-down.
1S 12



Dashboard Tab

Monthly Weekly

ALL -3

User Summary

15,000

10,000

5000 %

0 *

NOWV-18 DEC-18 JAN-19 FEB-19 MAR-19 APR-19 MAY-19 JUN-19 JUL-19 AUG-19 SEP-19 OCT-19

© BEREES (%] Totol Users

« The options displayed in the Select Fl list are determined by the Fls to which you have
been granted access by your Processor.

« Typically, FIs canaccess only their own data. In rare instances, however, a parent Fl
may have accessto other FlIs that fall under its umbrella or a Processor partner
managing multiple FIs may have access to one or more FIs.
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Dashboard Tak

« User Summary p
« Transaction Cont
« Controls by Cate
« Transaction Alert

« Alerts by Catego




User Summary Portlet

Monthly Weekly ALL = @)

NOV-18 DEC-18 JAN-19 FEB-19 MAR-19 APR-19 MAY-19 JUN-19 JUL-19 AUG-19 SEP-19 OCT-19

o (3 o G

* The User Summary portlet shows the number of new users, active users, and total users by
week or month.

« Select monthly or weekly to configure whether to view information by the month or by the
week.

« Toggle the legend buttons to show or hide data on New Users, Active Users, and Total Users.
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User Summary Portlet

Monthly Week ALL - R

10,000 . ——

[EE—— Y
I
PE—
S

5000 %

0 s .
N e - - S .

NOV-18 DEC-18 JAN-19 FEE-19 MAR-19 APR-19 MAY-19 JUN-19 JuL-19 AUG-19 SEP-19 OCT-19

» New Users: total number of new registrations for a specific calendar week or month.

» Active Users: Number of active cardholders who have completed registration
and either made a card transaction or received an alert within a given
calendar month or week.

« Total Users: Cumulative total number of cardholders who have completed
registration in the month or week to date.
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Transaction Controls Portlet

Transaction Contrals

—
Mov-18 Dec-18 Jan-1%2 Feb-19 Mar-19 Apr-12 May-19  Jun-19 Jul-12 Aug-19  Sep-19 Oct-19

* Number of Transaction controls applied for transactions going through the system.
« The data is separated into four segments: Denied, Passed, Not Applicable, Don't Know.
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Transaction Controls Portlet

Transaction Controls

I
ov-18 Dec-18 Jan-12 Feb-19 Mar-19 Apr-19 May-19  Jun-19 Jul-19 Aug-19  Sep-19 Oct-19

« Controls are dmded into four categories:

» Denied — Total number of transactions processed by SecurLOCK Equip in the
given period for which FIS recommended the transaction be denied. (Upstream
denials not included.)

» Passed —Total number of transactions processed by SecurLOCK Equip in the
given period for which FIS recommended the transaction be approved.
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Transaction Controls Portlet

Transaction Controls

—
Mov-18  Dec-18  Jan-19 Feb-19 Mar-19  Apr-13 May-19  Jun-19 Jul-13 Aug-19  Sep-18 Oct-18

> Not Applicable — Total number of transactions processed by SecurLOCK Equip in the
given period for which FIS recommended the transaction be denied. (Upstream
denials not included.)

» Don’t Know — Total number instances ina given month in which FIS recommended a
transaction be approved when the My Location control preference was enabled but the
location of the cardholder was unknown at the time of transaction. For example, this

~could occur if a transaction occurred while the cardholder’s phone was turned off.
~1S 19



Controls by Category Portlet

Controls by Category

] [
1 — -
] |
Mow-18  Dec-18 Jan-1%2 Fel:u 19 Mar-19 Apr-12  May-19  |un-19 Jul-13 Aug-12  Sep-18 Qct-19

* Number of Transaction controls applied in a given period by category regardless of
whether the transaction was approved or denied.

« These controls canbe set up by individual cardholders or by global configurations provided
by the Processor or FI.

IS



Controls by Category

Controls by Category Portlet
I
.

- -
-

I
Mow-18 Dec-18 JCII'I—lg FEtI 19 Mar-19 AFIF 19 May-19 JIJI'I 19 JLIl—lg

Aug-12 Sep-18 Qct-19

« Controls are dimvded into four categories:

» Transactions — Number of controls applied by Transaction Type settings. If
Transaction Type Controls are not enabled on this system, this category is not
displayed.

.. » Merchant —Number of controls applied by Merchant Type settings.
~1S



Controls by Category Portlet

Controls by Category

MNov-18  Dec-18 Jan-15 Feb-19 Mar-19 Apr-13 May-19  Jun-18 Jul-19 Aug-19  5ep-19 Oct-19

» Spend Limits — Number of controls applied by Spend Limit settings; occurs when
an account balance falls below a specified balance or a card transaction amount
exceeds a limit set by the cardholder.

» Locations — Number of controls applied by Location settings; can be caused by a
My Location violation when the location of the cardholder’s primary device does not
match the merchant’s location or by a My Region mismatch.

IS
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Transaction Alerts Portlet

 The Transaction Alerts portlet shows data regarding the number of transactions processed
and the alerts generated based on the cardholder’s settings.
« Foreach month, two types of information are displayed:

Transaction Alerts

Nov-18 Dec-18

Jan-19

Feb-19

Mar-19

Apr-19

May-19

Jun-19

Juk19

Aug-19

Sep-19

Oct-19

> Alerts Generated — Total number of transactions forwhich an alert was generatedina given period.

» Transactions — Total number of transactions for which SecurLOCK Equip has received auth or

SI=

post-auth messages.
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Alerts by Category Portlet

Alerts by Category
[ ]

Nov-18  Dec-18 Jan-13 Feb-19 Mar-19  Apr-19  May-15  Jun-19

ul-19 Aug-19 Sep-19 Oct-19
g P

 Number of Transaction alerts generated when a cardholder has selected one or more

preferences within an Alert category.

« The count for specific category is increased as long as the corresponding alert preferences

are responsible for generating the alert.

* Note that a transaction can trigger multiple alerts based on the transaction characteristics
and the Alert policies that apply to it. However, only one alert is delivered to the cardholder

__device per transaction.
FI1S
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Alerts by Categories Portlet

Mowv-18  Dec-18 Jan-132 Feb-19 Mar-19 Apr-19  May-19  |Jun-19 Jul-19 Aug-19  Sep-19 Oct-19

[ ® ® ®

Alerts by Category

» Alerts are dmded into four categories that correspond to Alert preferences set by cardholders:

» Transactions — Number of alerts generated by Transaction Type settings. If
Transaction Type alerts are not enabled on this system, this category is not displayed.
» Merchant — Number of alerts applied by Merchant Type settings.
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Alerts by Categories Portlet

Alerts by Category

Mov-18  Dec-18 Jan-12 Feb 19 v-1c:r 19 Apr 19 Nu::'y 19 Jun-19 Jul-19 Aug-19  Sep-19 Oct-19

o ® o ®

» Spend Limit — Number of alerts generated by Spend Limit settings; includes both
Low Account Balance and Transaction Limit alerts.

» Location — Number of alerts generated by Location settings; includes alerts
generated by My Location, My Region, and International Settings.
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Export Data to a Spreadsheet

Monthly Weekly ALL - B

User Summary

15,000

10,000

5000 *

0=
NOW-18 DEC-18 JAN-19 FEB-19 MAR-19 APR-19 MAY-19 JUN-19 JUL-19 AUG-19 SEP-19 0CT-19

o [ ] o

« Use the Export to XLS icon to create an Excel file that can be saved and downloaded to your

computer.
« The Excel file contains worksheets containing the raw data for each of the graphs displayed

on the Dashboard screen.
* Click ‘Export to XLS’in the upper right corner of the Dashboard screen.
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Export Data to a Spreadsheet

MonthlyStatisticsExtract (1) - Protected View - Excel

File Home Insert Page Layout Formulas Data Review View Add-ins Help ACROBAT Team 2 Te
Al - Fe Month
A B = D E F G H J K L M
1 Month . Control Type _ .
2 Transaction |Merchants| Spend Limits | Location
3 | Mov-18 84 63 58 111
4 | Dec-18 4 0 22 5
5 | Jan-19 32 6 19 35
6 | Feb-19 8 0 i 4
7 | Mar-19 30 20 61 142
8 | Apr-19 12 3 13 48
9 | May-19 4 24 14 1k
10 | Jun-19 100 23 1 43
11 Jul-19 18 12 9 20
12| Aug-19 26 17 8 34
13| Sep-19 2 0 i 2
14| Oct-19 56 68 23 29
15 |
16
4 v .| MNewEnd Users Active End Users Transaction Alerts Alerts By Categories Controls By Categories | ...
Ready

« Find the downloaded XLS file on your computer and click to open it.
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Monthly/Weekly View

Monthly Weekly ALL - R

User Summary

15,000

10,000

5,000

LU L) o
27-JUL-19 03-AUG-19  10-AUG-19  17-AUG-19  24-AUG-19  31-AUG-19  07-SEP-19  14-SEP-19  21-SEP-19  28-SEP-19  05-OCT-19 12-0CT-19 19-OCT-19  26-0CT-19

o (NED - o

» Use the Monthly and Weekly options above the User Summary tab to choose whether to
view information by the month or by the week.
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Customer Supgp

e Customer Troubl
* Reset Registratic
e Unsubscribed Us




Customer Support Tab

8% Dashboard t. Customer Support @ Reports it F| Onboarding

Customer Troubleshooting Reset Registration State Unsubscribed Users

 The Customer Support Tab is designed to enable Customer Support reps to effectively
help end users with problems using the app. Specifically, it provides the following
functionality:
» Searchforspecificusers
» Viewa user’s details, associated cards, transactions and messages
» Reseta card that has beenlockedduring the registration process
» Viewall actions the usertook on the device
» Change selected settings inthe Mobile App on behalf of the user
=



Customer Troubleshooting

Customer Troubleshooting  Reset Registration State Unsubscribed Users

Enter Customer Information Q ‘ Clear |

Card Number Account Number Customer ID Subscriber Reference ID Customer Name Bank ABC

« 1 find a registered user, enter information about the user in the Customer Information fields:

YV VVY

>

>

Card Number — Enter the last four digits of the card number (this works independently).
Accountnumber — not functional.

Customer ID — not functional.

Subscriber Reference ID - Enter the Subscriber Reference ID found in the Customer Details
sectionof mConsole (also can be found via Detailed Reports).

Customer Name - Enter the user’s full or partial name (first and last) or login name (this
works in conjunction with card number).

SelectFI - Designed for Processors to allow them to selecta specific onboarded Financial Institution.

« Click the magnifying glass to submit your search criteria and generate a list of all cardholders
matching your search criteria.
* o clear the values previously entered, tap on the Clear button.

SI=
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Customer Troubleshooting

Enter Customer Information

0001] Account Number Customer ID Subscriber Reference ID Customer Name ALL

List of Matching Customers

Customer Name Email Address Login Name FIName — |Issuer System

TEST TEST test000l PHA BAME DebitPMA

« The Search Results grid includes the following information:

Customer Name: Name of the cardholder as provided by the Processor or Fl.
Email Address: Cardholder’'s email address as provided by the ProcessororFl.
Login Name: Cardholder’s Mobile App login name.

FI Name: Name of the cardholder’s financial institution.

YV VYVVY

Issuer System: Issuer system to which the cardholder’s registered card belongs. If the cardholder

has multiple registered cards with multiple Issuer systems, multiple results are displayed.

1;
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Customer Troubleshooting

Customer Details Ac

Customer Information from User

Managed Card Number Card Type

@ 00000000000 7178 Credit

Customer Information from Fi
KR KKK HHKHH TLTE
TEST TEST

4145555374

Primary Device Information

mConsole users can click on Customer Details to view detailed user information. The

default Customer Details page shows the following sections:
» Customer Information from User: information collected during the registration process or by
tracking the user’s activities inthe Mobile App

>
>

Customer Information from FI: received from the FI’'s system of record
Primary Device Information: contains data aboutthe user’s primary device

» Cards, Accounts, Transactions, and Account/Card Alerts. Note that Remote Deposits and Fraud

Alerts are not used.

troubleshoot further with a user.
FI1S

The information displayed here may be useful to a Customer Support rep in helping to
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Customer Information from User

Customer Information from User displays the cardholder’s account information:

« Subscriber ID: Unique SecurLOCK Equip-generated database ID.
* Subscriber Reference ID: unique ID created when a subscriber registersa card.

* Financial Institution: Name of the cardholder’s FlI.

« Full Name: Cardholder’s full name as entered during the registration process.

« LoginName: Cardholder’s login for the Mobile App.

« Emailaddress: Cardholder’s email address as entered during registration.
« PhoneNumber: Cardholder’s phone number as entered in the Mobile App’s Settings. Thisinfo may notbe

available for cardholders who registervia a 3 part app.

e Status: The cardholder’s current status:

» Active: User has completed the Registration
process and can log in to the MobileApp.

» Disabled:User has been disabled from
logging in to the MobileApp.

» Unsubscribed: User has been unsubscribed

from the MobileApp, either by the user’s own

action in the MobileApp or by an mConsole

user using the On Behalf Of functionality

=

Customer Information from User

Subscriber ID 223513

Subscriber Reference ID 90262e2Bondot0oD4sub4950E
Financial Institution Coasthills Credit Union

Full Mame Mickey Tester

Login Mame test7 176

Email Address testi@test.com

Phone Mumber

Status

Motification Paolicy

A, i o
ACTve

-

Un

35



Customer Information from User

* Notification Policy: Indicates whether the cardholder has enabled push notifications for the primary

device.

« Security Token: Value of the most recent six-digit Registration or Reset Password security token sentto

the cardholder’s email address.

« Security Token Expiration Date: Expirationtime for the mostrecent security token sentto the cardholder.
« NumberofLogins: Number oftimesthe cardholder has logged into the Mobile App.

* NumberofLoginFailures: Number of failed
login attempts since the last successfullogin.

« LastLogin Time: Time atwhich the cardholder
lastlogged in successfully to the mobile app.

* LostNon-Transaction Alert Time: Lasttime a
non-transaction alert (such as Low Balance
or Account Status Change alert) was sent.

* Resident Country: The home country of the
user’s primary device.

=

Customer Information from User

T T TS
Status

Motification Policy

Security Token

Security Token Expiration Date
Mumber of Logins

Mumber of Login Failures

Last Login Time

Last Mon-Transaction Alert Time

Resident Country

Active

Tue 10-15-2019 12:34:16 COT

United States
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Customer Information from FlI

Customer Information from F
Customer ID X WO M 0001
Customer Mame TEST TEST
Email Address Registered with F
Phone Mumber 4145555374

Phone Type Home

Customer Information from User displays information received from the Financial

Institution or Processor:

* Customer ID: The unique cardholderidentifier.

* Customer Name: The cardholder’s fullname.

 Email Addressed Registered with FI: The cardholder's email; used by the Mobile Appto send a
Registration tokento the cardholder during the Registration process.

« PhoneNumber: The cardholder’s phone.

* PhoneType: The cardholder’s phone type, if available.

=



Primary Device Information

Primary Device Information
Device Type ias
05 Version 13.1.2
Application Version i05_19_Mar
Motification Token 19e53cd7bcb75edB 18002 2e0a5...
Current Metwaork ATET
Current Country United States
Unigue Device Number  c2515fled3e65d34e6c960bcdaf7...
App Mame SECURLOCK EQUIP
App Token FISSecurLOCKEquip

* Primary Device Information displays information about the cardholder’s primary device:

* Device Type: iOS or Android.

« OS Version: Version of the operating system used by the cardholder’s primary device.

« Application Version: Version of the Mobile App currently installed on the cardholder’s primary
device.

» Notification Token: Token used by Google or Apple to deliver push notification alerts to the
cardholder’s primary device.
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Primary Device Information

Primary Device Information
Device Type i0s
05 Version 13.1.2
Application Version i05_19_Mar
Motification Token 19e53cd7bcb75edB18aa22eaa5...
Current Metwork ATET
Current Country United States
Unigque Device Number  c2515fled3e65d34e6c960bcdaf7...
App Name SECURLOCK EQUIP
App Token FISSecurLOCKEquip

« Current Network: ID for the network being used by the primary device; provided by the API
used by the primary device and its operating system.

« Current Country: 1ISO code for the country from which the cardholder is using the primary
device; provided by the API used by the primary device and its operating system.

« Unique Device Number: ID assigned by the primary device manufacturer.

 App Name: Name of the application.

« App Token: Token for the application.

=



Customer Details Display

* Deviceis Primary

» Device is Not Primary

Primary Device Information

Device Type i0s

05 Wersion 124

Application Version i05_19_Mar

Notification Token £73c142549428202bdbe263159...
Current Network Wi-F

Current Country India

Unique Device Number 4418800247b01db1c91ofcb91be...
App Mame SECURLOCK EQUIP

App Token FISSecurlOCKEquip

Primary Device Information
Device Type
OS5 Wersion -1
Application Version
Notification Token
Current Metwork MA

Current Country

Unique Device Number 76e865f0-d591-43ea0-9494-28f9...
App MName fisGlobalAPlApD
App Token fisGlobal &P

« This image is an example from
SecurLOCK Equip.

=

« This image is an example fromAPI
Integrated Card Controls.
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Viewing Card |

« Cards Tab
« Accounts Tab
« Transactions

 Accounts/Card




Cards Tab

Fri 02-16-2018 06:10:00...

Cards Accounts A ef
Managed Card Number T Card Type Card State Cardholder Name Expiration Date Card On/Off
@ 0000000000 0035 Debit Active TEST TEST (]
@ 00000000000 0019 Debit Active TEST TEST (]
@ 00000000000 0027 Debit Active TEST TEST (V]
Card Information rd Alerts
0O 20O WX 0035 o
TEST TEST
BIN Nurr 467271
Active
Card Typt Debit
iholder
0 Spent Thi $0.00
o Resident C United States
Time Creat Thu 02-01-2018 22:45:0...
i Issue Date 07-01-2020
Created B: Not Available
J Number Urig
0 Unda

« The Cards pane under Customer Details displays information about the user's cards,

which are organized in groups according to Card Type by default.

» Click on another column to sort by that column, with the exception of Card On/Offt.

=
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Cards Tab — Card Details Window

Card Information Card Alerts Card Controls Shared Card Users
Card Number XA X000 XK XX 0035 Managed o
Cardholder Name TEST TEST
BIN Mumber 467271
Card Status Active
Card Type Debit
Cardholder Primary
9 Spent This Month $0.00
Card Enabled 9 Resident Country United States
Time Created Thu02-01-2018 22:45:0...
Card Issue Date 07-01-2020
Created By Mot Available
ard Number Unig o
Last Update Time Fri 02-16-2018 06:10:00...
ma

* Double-clicking on a card will bring up the Card Details window, which shows detailed
information about the card.
* Note that time shown in mConsole is in Central Time (CT).
« The Card Details window is organized into four tabs: Card Information, CardAlerts, Card
~ Controls, and Shared Card Users.
1S



Cards Tab — Card Details Window

Card Information Card Alerts Card Controls Shared Card Users
Card Mumber WK MK K004 0035 Managed o
Cardhelder Mame TEST TEST
BIN Murmnber 467271
Card Status Active
Card Type Debit
Cardholder Primary
Q Spent This Month $0.00
Card Enabled Q Resident Country United States
Time Created Thu 02-01-2018 22:45.0...
Card Issue Date 07-01-2020
Created By MNat Available
Card Mumber Unique 0
Last Update Time Fri 02-16-2018 06:10:00...
Primary

« The Card Information tab of the Card Details window displays information including Card
Number, the Cardholder Bane, whether the cardholder name associated with the card
number is the primary cardholder, whether the card is managed on the Mobile App, and

~soon.
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Cards Tab — Card Details Window

Card Alerts Card Controls Shared Card Users

Alert Type Selected Transactions Transaction Types n-store, Online, ATM
Selected

My Location Alerts Enabled

Per Transaction Alerts @

enabled

Monthly Spend Limit Alert @

Enabled

hiy Region Alerts Enabled ®
International Alerts Enabled ®

Merchant Alerts Enabled @

hMerchant Types Selected Department Store, Gas Sta..

Transaction Alerts Enabled @

« The Card Alerts tab displays information on which Alerts are enabled and disabled.

=



Cards Tab — Card Details Window

* The Card Controls tab
displays controls enabled for
the card, including the Control
Regions that are enabled.

« Clicking on a region shows an
approximate map of the
region defined by the user.

=

Control 1 9 cal
aaaaaaaaaaaaa | Enabled ®
Allowed Countries

Merchant C bled @

Card Controls

Subscriber Region - California

[ Map data ©2015 Imagery £2019 TerraMetrics | Terms of Use | Report a map error
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Cards Tab — Card Details Window

X
ard Alerts Card Controls Shared Card Users
Full Mame Access Level My Location
CUSTOMER FIS Full Access Disabled
CUSTOMER FIS Full Access Disabled
CUSTOMER FIS Full Access Disabled
CUSTOMER FIS Full Access Disabled
CUSTOMER FIS Full Access Disabled

« The Card Alerts tab displays information on all users who have registered or added
the same card.
» This tab shows each shared card user’s full name and access level (Full or Restricted).

« Also indicates whether the user has set up the My Location control.

=



Accounts Tab

Accounts

Monoged  Account Number Account Type  w

Account State

No record found

Account Holder Name

« The Accounts tab is not used by FIS.

=
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Transactions Tab

Accounts Transactions Account/Card Alerts Remote Deposits Fraud Alerts
Transaction Dates Q ‘ ~lear ‘ | Refresh ‘

Transaction Status Merchant Mame Total Amount Transaction Date Posted Date Card Number Alert Triggered
Denied INTERSI $0.00 10-16-2019 10-16-2019 JOOCO0GO 00 0004 Status
Denied INTERCEFT TES £0.00 10-15-2019 10-15-2019 FONC OGO X0 0004 Status
Paosted INTEREI -$40.00 10-01-2019 10-01-2019 FOK OGO X000 0004 Always Alert
Denied TEST £0.00 09-30-2019 09-30-2019 FONC OGO X0 0004 Stotus
Denied TEST $0.00 09-30-2019 09-30-2019 SO OGO K004 0004 Stotus
Denied TEST £0.00 09-30-2019 09-30-2019 FONC OGO X0 0004 Stotus

« The Transactions pane displays information about the cardholder’s transactions, which are
organized in groups based on Transaction Status: Posted, Pending, Denied, Full/Partial
Reversal.

« All columns except for Transaction Status are sortable.

« Search for transactions by date using the drop-down options below Transaction
Dates or selecting Custom Range.

» Double-clicking anywhere in the transaction row will cause the Transaction Details
‘window to display

1S 49



Transaction Tab — Transaction Information Window

x
< | Transaction Information Merchant Details Alerts and Controls e >
tem rmalfi 5} d T 1550:33 CD
d AT Inquiry Tr m $0U
SENT-SUCCESS
m $0.00 ®
Denied
Transoction Tag
b Typ ce Ing
tude
------ e 10-15-2019
tude
m 1550:33 C
Fosted Date 10-15-2019
ttlement Ami

The Transaction Details window is organized into six tabs: Transaction Information,

Merchant Details, Alerts and Controls, Subscriber Details, Diagnostic Information, and
Enriched Merchant Data.

* Note that the Enriched Merchant Data tab is not used.
IS



Transaction Tab — Transaction Details Window

X
< | Transaction Information Merchant Details Alerts and Controls Subscriber Details Diagnostic Information| »
System malfunction-96 Posted Time 15:50:33 COT
H d Ingquiry Tra m b1

ot 000 ®
ed
b Typ q
tude
------ e 10-15-2013
tude
m 1550:33C
Posted Date 10-15-2012 i .
ti-settlement Amount /Status A

« The Transaction Information pane displays information about the transaction, including
the Final Decision, Description Header, Transaction Status, Transaction Type/Sub-Type,
Date and Time, and so on.

=



Transaction Tab — Transaction Details Window

x

Transaction Information Merchant Details Alerts and Controls Subscriber Details Diagnostic Information| ¥

IC700551

« The Merchant Detail pane displays merchant information for the transaction, including the
Merchant Type, Merchant Name, Merchant City, Merchant State, Merchant Postal Code,
and so on.

« The Merchant Type field shows the merchant type categorization for the merchant, based
on the MCC code sent in the transaction message.
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Transaction Tab — Transaction Details Window

Alerts and Controls Subscriber Details Diagnostic Information| »

ed to Transaction Recommendation Reason Status :Mot_Invoked

« The Alerts and Controls pane displays information related to the Alerts and Control
preferences that have been applied to the selection transaction, including the Controls
Applied to Transaction, whether a Transaction Alert was generated, whether the user
reported the transaction to be fraudulent, and so on.

SI=
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Transaction Tab — Transaction Details Window

X

wtrols  Subscriber Details  Diognostic Information

rd Number 00O X000 00 0004
1500
TEST TEST

« The Subscriber Details pane displays information on the cardholder associated with the
transaction, including the Subscriber ID, the Customer Name, the Account Number, the
Secondary Account Number, and so on.

» If the user has set either My Location control or My Location alert preference, the user’s
location information will be shown in the Subscriber Latitude, Subscriber Longitude, and
‘Subscriber Location Accuracy fields.

~1S
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Transaction Tab — Transaction Details Window

€ -ansaction Information Merchant Details Alerts and Controls  Subscriber Details  Diagnostic Infformation >

Auth Elapsed Time [ms) - Last Update Time 5ep-30-2019 01:44:16 CDT
ation Elapsed Time (ms] 139 Advanced: COM Object ID 886100 2c-0350-47fc-0d48-Ba53412458ec
R Tim -
b - A Fin Req Res 6e5b8b25c75c5bbeffo7 44cb0b35bfdec27 .
Alert Message Receive Time Sep-30-2019 01:44:15:919 COT . , , - - -
Advanced: Auth Adv 378339c7640903c4ef7356f04b623991b1...
essage Receive Time Sep-30-2019 01:44:15:930 COT g
A n A

Notfication Acknowledgement 58cE520f-1500-4fcd-B2e3-0d152210d2f1  agyonced: Rev 471cc018300b3c214034865(97618d0dS..

Additional Data pin:false;3:312000:43:TEST MRC LAB GAU... Fush Transoction Mumber 927300000543

Record Create Time Sep-30-2019 01:44:16 CDT race Number 019102

» The Diagnostic Information pane displays diagnostic information sued to troubleshoot the
transaction, including the Notification Acknowledgement ID, the Pending Delete Date for
the transaction, the Last Update Time, and so on.

« The information shown in this pane is used for advanced troubleshooting of issues.
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Transaction Tab — Transaction Details Window

Mo Enriched Transaction data present for this transaction.

1 Enriched Merchant Data

« The Enriched Merchant Data pane is not used by FIS.

SI=
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Account/Card Alerts Tab

Account/Card Alerts Remote Deposits

Active Alert Type Accoury t Number Card Number

@ Card alert or auth palicy change alert DR 0 XO0K K 2087

» The Account/Card Alerts tab in the Customer Details pane displays bank alerts sent to
the customer.

* Click anywhere in the Alert row to display the Alert Details window, which shows detailed
information about the alert (e.g., a status change in the card from ‘Active’to ‘Inactive’).

* Pending Delete Time indicates when the alert will be rolled off of the system,
after a period of 8 days.

SI=
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Remote Deposits Tab

Remote Deposits

Date/Time Account Number Deposit Amount Reference 1D

Mo record found

Stotus

» The Remote Deposits tabis not used by FIS.

=
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Fraud Alerts Tab

Alert Dote(Time

Card Mumber

Trace Mumber

Status Code

No record found

Fraud Alerts

Response Required

Response Value

Response Date/Time

» The Fraud Alerts tab is not used by FIS.

SI=
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Account/Card Alerts Tab — Alert Detalls Window

bt
Alert Details
Alert Type Card alert or auth pelicy change alert
Card Mumber SRR WO WK 2087
slert Description Card ending in 2087 has been successfu...
Pending Delet e - -
T'::d = = Sat 10-26-2019 23:45:24 COT
Record Create ~ - e -
Time Fri 10-18-2019 23:45:24 CDT
Last Update Time Fri 10-18-2019 23:45:25 CDT

» Click anywhere in the Alert row to display the Alert Details window, which shows detailed
information about the alert (e.g., a status change in the card from ‘Active’ to ‘Inactive’).
* Pending Delete Time indicates when the alert will be rolled off of the system,
‘after a period of 8 days.
1S



Activity Viewer Tab

Customer Details Activity Viewer On Behalf Of
Select Dates Q | Clear | ‘ Refresh |
User Flow Sub Flow Detail Status Flag Additional Information Reason Code Create Time
Authentication Logging Out Success Tue Oct-15-2019 12:46 CDT
Changing location control S 1-15-2019 12:35 CDT
Location Settings Changing location contro 5 5-2019 12:34 CDT
Authentication Enabling Touch Login 5 Enabling Touch Login for subscrib t-15-2019 12:34 CDT
Authentication Logging In S Usernam 7176, Subscriber | 5-2019 12:34 COT
User Registration User Registration state Success State 'Create Your Login Account-... 34 COT
S State 'Accept Privacy Policy-22'in ... 5-201912:32 COT
S State 'Accept Terms and Condition.. 5-201912:32 COT
Card Registration Card Details Success Loading Credit Card X3CG0¢ 3000( X t-15-2019 12:32 CDT
Card Registration Card Details Su Loading Credit Card X3CG0¢ X000( X 5-201912:32 COT
User Registration state S State 'Enter Your Social Security N... t-15-2019 12:32 CDT
Failure State 'Enter Your Social Security h... 5-201912:32COT
Success State 'Enter Your Card Credentials. 5-201912:31 CDT
User Registration User Registration state Success State 'Enter Your Card Number-16 Jct-15-2019 12:30 COT
M E < < > >l

« Users can reach the Activity Viewer screen by clicking on the Activity Viewer link next for
a customer on the Customer Troubleshooting screen.

« There is no exporting capability for Activity Viewer.
1S



Activity Viewer Tab

Activity Viewer

Select Dates

Sub Flow Detail Status Flag Additional Information Reason Code

State ‘Enter Your Card Numloer-16'.

s - 1< < > >l

» The Activity Viewer screendisplays actions the user has taken on the Mobile App and
actions taken by the system due to the user’s activities.

« The Activity Viewer also shows On Behalf Of actiontaken by mConsole users on the end
user’s behalf.

« This page provides information that is meant to be used by Customer Support
Representatives as the first level troubleshooting tool.

* Activity is hard deleted on a rolling 90-day period.
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Activity Viewer Tab

stomer Details Activity Viewer On Behalf Of

'_-.L" ate. O\ ‘ e ‘ ‘ e ‘

Yesterday

User Flow Sub Flow Detail Additional Information Reason Code Create Time
Last 7 Days
Authentication Logging Out Tue Oct-15-2019 12:46 COT
Location Settings Changing location contro Last 30 Days Username: test7176 is enabling M.. Tue Oct-15-2019 12:35 CDT
Location Settings Changing location contro This Month Username: test7176 is enabling M.. Tue Oct-15-2019 12:34 CDT
Authentication Enabling Touch Login Last Month Enabling Touch Legin for subscrib... Tue Oct-15-2019 12:34 CDT
Authentication Logging In Username: test7176, Subscriber | Tue Oct-15-2019 12:34 COT
Custom Range
User Registration User Registration state State 'Create Your Login Account-.. Tue Oct-15-2019 12:34 CDT
User Registration User Registration state Success State "Accept Privacy Policy-22'in ... Tue Oct-15-2019 12:32 COT

* You can search for cardholder activity by date by selecting a date range from the drop-
down options below Select Date.

* You can choose a predefined date range from the options in the drop-down list, or you
can select Custom Range and set a Start and End date for the search on the calendar.

=



Activity Viewer Tab

« Selecta specific eventin the Activity Viewer
to open the Activity Viewer Details window
and view additional information about the
event.

» Click anywhere in the event row to display
the Activity Viewer Details
window.

=

Activity Viewer Details

Virtual Host ID
Component ID
Component Type
User Flow

Sub Flow Detai
Operator ID
Operator Type
Resource ID
Resource Type
Status Flag
Reason Code
Additional Information

Create Time

1

1

fiserver

User Registration
User Registration state
223513

Subscriber

223513

Subscriber

SUCCESS

Stote "Creote Your Login Account-1...

Tue Oct-15-2019 12:34 COT
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On Behalf Of Tab

On Behalf Of

Card Operation:

JOOO0 XXX XXXX 2087

« Users can reach the On Behalf Of screen by clicking on the On Behalf Of link for a customer
on the Customer Troubleshooting screen.

« On Behalf Of functionality allows an mConsole user to take action on behalf of the

cardholder.

 Auser will receive a notification when an mConsole user takes action on their behalf.

=
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On Behalf Of Tab

 Use the On Behalf Of feature to take these actions on behalf of a user:

VV VYV

=

On Behalf Of

—Login Account Informati

testnew2087 [ Disable Account } [ Enable Account ] [

———Card Operation:

Enable and disable a user's Mobile App login credentials
Unsubscribe auser from the Mobile App

Turn a card on or off

Enable or disable individual transaction controls and alerts
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On Behalf Of Tab

Customer Details Activity Viewer On Behalf Of

—Login Account Informati

——Custemer Informatios

test@test.com [ Update ]

Card Operation:

X000 X000 00X 2087 - [ Turn Card On ] { Turn Card Off ] [ Enable Al Alerts ] [
Jiagno

 Use the On Behalf Of feature to take these actions on behalf of a user:

» Unsubscribe a cardholder from the Mobile App
» Update a cardholder’s contactemail address in the Mobile App

r_-i S » Send a test push notificationto a cardholder’s primary device
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On Behalf Of Tab

~|

On Behalf Of

Login Account Information

test7176 | Disable Account ‘ [ E e A t ] | Unsubscribe |

Unsubscribe the user from the mobile app: the unsubscribed user will not be able to login to
the app again with that profile; the card/user is not deleted from mConsole and can be
found via a search in the Unsubscribed Users tab.

If the user changes his/her mind and wants to use the app again later, the user will have to
re-register (standalone user).

Standalone users have to re-register; for integrated users, there is a workaround and a
ticket to FIS Support has to be opened.

AFl must unsubscribe a user from SecurLOCK™ Equip when closing the cardholder

entry in the card processing system. There is no link betweenthe two systems.

No user should ever be unsubscribed unless it is recommended by FIS or if the
purpose is to remove the user because s/he no longer want to use the SecurLOCK
Equip application.

L%lder no circumstances should an integrated user be unsubscribed.



On Behalf Of Tab

Customer Details Activity Viewer On Behalf Of

Login Account Information

test7176 I.[ Disable Account 1 ‘ Enable Account ‘ Unsubscribe ‘

» Click ‘Disable Account’ to disable the user’s Mobile App login and prevent the user
from logging in.

» Click ‘Enable Account’ to enable the user to log in to the Mobile
App if the login is currently disabled.

Customer Information

test@test.

(5]

com ‘ Update ‘

« Enter the Contact Email Address and click ‘Update’to change the cardholder’s

~ contact email address.
F1S



On Behalf Of Tab

Card Operations

FHHKKHHRHH HKHAK T 176 - [ Turn Card On ] | Turn Card Off ‘ ‘ Enable All Alerts | | Disable All Controls

» Select a card for On Behalf Of action from the list of all managed cards in the
user’s Mobile App.

« Turn a card on or off for the user by clicking on “Turn Card On’ or “Turn Card Off’.

* Click ‘Enable All Alerts’ to enable the user to receive alerts for all transactions
made on the selected card.

» Click ‘Disable All Controls’to turn off all control settings for the selected card.

» Note that the options available under Card Operations depends on your security role
in mConsole.
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On Behalf Of Tab

Diognostics

« To Send atest Push Notificationto the user’s primary device:
1. Click “Test Push Notification’on the On Behalf Of screen
2. Enter a message in the Test Push Notifications dialogue
3. Click “est’and a notification window confirms that the test message was sent
successfully

=



Reset Registration State Tab

1% Dashboard t. Customer Support @ Reports m Fl Onboarding

Customer Troubleshooting  Reset Registration State  Unsubscribed Users

Reset Registration State

During the User Registration process or while adding additional cards in the maobile application, the card may get locked from the registration process. To unlock the card from the registration
process, enter the cardholder’s complete card number (PAN) below. Once the card is unlocked from the registration process, the cardholder can resume the Registration or Add Card process.

Enter card number: * ‘ _lear H Reset ]

» If a user enters incorrect authentication information three times during second factor
authentication, they will be locked out of the registration process and will need to be reset by
the financial institution to continue with registration.

« The financial institution can use the Reset Registration State tab to reset a card that has
been locked out during registration.

* Navigate to the Customer Support tab and then to the Reset Registration State sub-tab.

* Enter card number and then click ‘Reset’.
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Unsubscribed Users Tab

Customner Troubleshooting  Reset Registration State Unsubscribed Users
Bank ABC Q | Clear | R
List of Unsubscribed Users
Fl Name BIN Card Number Subscriber Name Customer Name Email Phone Number Subscriber Ref ID Account Number Enrolled Date Unsubscribed Date
Bank ABC 54531 OO0 OO0 000 3521 Mickey Tester TEST TEST test@test.com 8dcOelcSondotB8bBsuba.. 01/31/2017 10/24/2019

 The Unsubscribed User tab enables users to view, search for, and download reports on
Unsubscribed Users to find cardholders who have stopped managing any cards in the
Mobile App.

 When a cardholder is unsubscribed, that action is captured in SecurLOCK Equip audit

logs. Although the time frame is configurable, audit logs are typically maintained for 90
days.
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Unsubscribed Users Tab

Customer Troubleshooting  Reset Registration State Unsubscribed Users
Bank ABC Q, | Clear | R
Exportto XLS
List of Unsubscribed Users
Fl Name BIN Card Number Subscriber Name Customer Name Email Phone Number Subscriber Ref ID Account Number Enrolled Date Unsubscribed Date
Bank ABC 54531 MO0 MO0 KK 3521 Mickey Tester TEST TEST test@test.com 8dcOelcSondot88b8subd... 01/31/2017 10/24/2019

» After searching for unsubscribed users, users can export search results via the Export to
XLS icon in the upper right corner.

« The Excel file displays information on the unsubscribed users, including the name of the FI
for which the data is being generated, the Bank Identification Number (BIN) to which the
unsubscribed cardholder’s card belonged, the Card Number, the Subscriber Name, and so
on.

SI= 1




Reports Tab

* Introduction

* View Generated
* View Scheduled
* Create Report Te




Reports Tab

2% Dashboard Y. Customer Support @ Reports i F| Onboarding

View Generated Report  View Scheduled Heport Create Report

« Use the Reports feature to view a range of reports related to your financial institution and
configure parameters to generate custom reports.
« The Reports feature contains three components:

* View Generated Report: Vieworexport a generated report in CSV format:
» One-time immediate report

» One-time scheduled report for which the scheduled execution date has previously occurred
» Recurring report for which at least the first possible execution date has passed

* View Scheduled Report: Viewa pending report:
» One-time report with a date later than today
» Sequence of reports in which the next report is scheduled for later than today
» Create Report: Create one-time or recurring Summary and Detailed reports:
» Summary Report: User selects the report fields from the drop-down menu
(= | S » Detailed Report: User selects a report type from the drop-down menu



View Generated Report Tab

B8 Dashboard % Customer Support

M@ Reports

m Fl Onboarding

View Generated Report  View Sc

List of Generated Reports

Report Name Report Date

Bank ABC Active User Cu...10/17/2013

Mew users Test 10/17/2019
Bank ABC Active User La... 10/15/2019
Active User Current Mont... 10/15/2019
Enrolled User Report Test... 10/15/2019
OnDot-314 Testing 10/14/2019
ONDOT-316 Enrolled Use.. 10/13/2019

Test 3333 10/04/2012
Test Report 1234 10/03/2012
Enrolled User Report 10/03/2012

Active User Current Mont... 08/05/2019

Fls

Bank ABC
Bank ABC
Bank ABC
Bank ABC
Bank ABC
Bank ASC
Bank ABC
Bank ABC
Bank ABC
Bank ABC
Bank ABC

Create Report

Report Format
Per-Fl
Per-Fl
Per-Fl
Per-Fl
Per-Fl
Fer-Fl
Per-Fl
Per-Fl
Per-Fl
Per-Fl

Per-Fl

Bank ABC

Report Type
Detailed
Detailed
Detailed
Detailed
Detailed
Detailed
Detailed
Detailed
Detailed
Detailed
Detailed

Report Frequency

One-time
One-time
One-time
One-time
One-time
One-time
One-time
One-time
One-time
One-time

One-time

Report Name

Report Period
A
A
A
LA
IMfA
MNIA
A
A
A
A
A

» Use the View Generated Report

=

sub-tab to view and manage existing reports.
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View Generated Report Tab

List of Generated Reports
Report Name Report Date Fls Report Format Report Type Report Frequency Report Period Actions
Bank ABC Active User C.. 10/17/2019 Bank ABC Per-F Detailed One-time N/A Details
Enrolled User Bankcord  10/17/2013 Bankcard Services Per-Fi Detailed One-time N/
. _ Download Report
Active user Bankcard 10/17/2019 Bankcard Services Per-Fi Detailed One-time NIA
MNew users Test 10/17/2019 Bank ABC Per-Fi Detailed Cne-time A Delete
Bank ABC Active User La...10/15/2013 Bank ABC Per-Fi Detailed Cne-time NA =eweT ~
X

Report Details

Report Name:

Report Period:

Report Generated On :
Report Format:
Destination Email Address:
Report Type:

Fls:

Selected Fields:

* When you click 'Details’ from the Actions drop-down list in the View Generated Report

sub-tab, the Report Details window opens.
« The Report Details window summarizes information about the data contained in each

selected report (details vary for recurring and one-time reports).
1S



View Generated Report Tab

List of Generated Reports
Report Name Report Date Fls Report Format Report Type ) Report Frequency Report Period Actions
TeatQ7 05/02/2019 Farmers State Bank Per-Fl Surnmary One-time Apr2019 Details
TeatQ7 05/02/2019 AMERICAN EAGLE FCU r... Per-Fl Surmmary One-time Apr2019
Show Report
TeatQ7 05/02/2019 Test Per-Fl Surmmary One-time AprZ019 _l
TeatQ7 05/02/2019 2 Ao Delete
Selected Report Details 5]
TeatQ7 05/02/2019 T v
Report Name : TeatQ7

Report Date : 05/02/2019 Report Type : Summary Report Frequency : One-time Report Period : Apr 2019

s State Bank

Value

» Users can click ‘Show Report’ fromthe Actions drop-down listof a Summary Reportin the list of
Generated Reports to display report details at the bottom of the screen. If the reportis a Detailed
Report, users canclick 'Download Report' to download the report directly to their desktop.

« Whenareportis generated, it is emailed to the email address(es) provided when the reportwas
created. Previously created Summary Reports canalso be exportedto an Excelworksheetvia
mConsole by using the Exportto XLS iconin the Selected Reports Details section.

+ To delete the selectedreport, select ‘Delete’from the Actions drop-down list.
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View Scheduled Reports Tab

1% Dashboard % Customer Support @ Reports @ F| Onboarding
View Generated Report  View Scheduled Report Create Report
ALL ~  Report Name Q, ‘
List of Scheduled Reports
Report Name Fls Report Format Report Type Report Frequency Report Generated On Action
Report 8Q ALL Aggregate Detailed One-time May 2019
Test Detailed Report 1 ALL Aggregate Detailed Cne-time May 2019
TestaZ ALL Fl-List Detailed Cne-time hMay 2019

« The View Scheduled Report screen lists all scheduled reports and allows you to
manage the details of each report.

« By default, this tab displays all scheduled reports sorted by date and time.
Use key words to search for specific scheduled reports.
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View Scheduled Reports Tab

List of Scheduled Reports
Repart Name Fs Repart Format Report Type Repart Frequency Report Generated On Action
Report 8Q ALL Aggregate Detailed One-time May 2019 Details
——
Test Detailed Report 1 ALL Aggregate Detailed One-time May 2019
Disable
Testa2 ALL Fi-List Detailed One-time May 2019

Delete

@ Selected Fields:
port Name: Report 8Q
oart Period: NA

05/29/2019

csv

belinda@yourcompany.com
port Type: Aggregate

ALL

L= o T = = -
[N S S S S S
a8 4

* Whenyou click ‘Details’ from the Actions drop-down list, details for the selected
scheduled report are displayed.

« Agreen check indicates that the report is enabled; a red X indicates that it is disabled.

Click the icon to toggle between enabling and disabling the report.
Note: Scheduled Reports must be manually enabled after creation.

« T disable the selectedreport, select ‘Disable’ from the Actions drop-down list.

. delete the selectedreport, select ‘Delete’ from the Actions drop-down list.
~ 1S
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Create Report Tab

» Use the Create Report sub-tab to
create One Time or Recurring
Summary and Detailed reports.

« The Create Report sub-tab includes
additional options that enable
mConsole users to choose between
Summary Reports and Detailed
Reports.

=

ew Generated Report

Enter Report Title and Description

Report Name: *

Report Details:

~ Scheduled Report

One Time Recurrin
10/21/2019 0o
Last Month -9

Select Format and Delivery

Selected Format

Create Report

L] Report Description
Select Report Type:
Summary Report Detailed Report
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Create Report Tab

 Enter a Report Name and a
description for the report.

* Under Reporting Details, select
the report frequency, One Time
or Recurring, and enter the
required information.

» One Time: Choose date to
generate the reporton and
Months of Data to include in
the report.

» Recurring: Choosereport
Starting and Ending date, day
of the month to generate

reporton, Months of Data to
include in the report.

=

Enter Report Title and Description

I Report Name: *

Report Details:

One Time Recurring

10/21/2019

Select Format and Delivery

Create Report

L] Report Description:

Select Report Type:

Summary Report Detailed Report

Active User Report - Last Month

ALL

Selected Format [ ]
@ Aggregate All Financial Institutions
O Show Each Financial Institution Separately




Create a Detailed Report

Select Report Type:

Summary Report Detailed Report

Active User Report — Current Month

Active User Report — Last Month

Incomplete Reqgistration Report

Inactive User Report — User Information — Last Month
Enrolled Users Report

Subscriber Details Report — Card and Account Information

« Under Select Report Type, click ‘Detailed Reports’.

« Select a Report Type from the drop-down list of available pre-setreports.

=
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Create a Detailed Report

Select Format and Delivery

Selected Format
@ Aggregote All Financial Institutions
O Show Each Financial Institution Separately

« Under Select Format and Delivery select the Report format.
* Enter the email addresses to which the report should be sent. Multiple email addresses
can be entered separated by commas.

« Click ‘Save’at the bottom-right of the screen.

=
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Create a Detailed Report

 Enter a Report Name and a
description for the report.

« Under Select Report Type,
click ‘Summary Reports.’

* Inthe 'Selectthe Fields to be
Included in the Report' pane,
select the fields you want to
include in the report,.

=

iew Generated Report

Enter Report Title and Description

Report Name: *

Report Details:

One Time Recurring

10/21/2019

Last Month

Select Format and Delivery

Selected Format

View Scheduled Report

Create Report

[:] Report Description

Select Report Type:

Summary Report

[ selectal
[ Numioer of Subscrioers
[ Numizer of Ne:
[ wax Number of Ac
O Number of Tra Updates
O Number of Al
O Number of No
O Number of m

[ Mumber of Subscriber Location Ale:
[ numier
[ Humier of 5o
[ HNumber of Autn

Detailed Report

Oooooooo
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Create a Summary Report

« Under Reporting Details,
select the report frequency,
One Time or Recurring, and
enter the required
information.

» One Time: Choosedateto
generate the reporton and
Months of Data to include in
the report.

» Recurring: Choosereport
Starting and Ending date,
day of the month to
generate reporton, Months

of Data to include in the
report

=

iew Generated Report  View Scheduled Report

Enter Report Title and Description

Report Name: *

Report Details:

One Time Recurring

10/21/2019

Last Month

Select Format and Delivery

Selected Format

Create Report

Select Report Type:

Summary Report

o
x 3 3 Rr

Ooooooooooooao

32 3 3 3 32 2 32 3 3
g o o
Boa [

Report Description

Detailed Report

Oooooooo

ALL

umber of Auth Transaction

umber of Auth Merchan e
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Create a Summary Report

Select Format and Delivery

Selected Format
@ Aggregate All Financial Institutions
O Show Each Financial Institution Separately

O Create a Separate Report for each Financial Institution

« Under Select Format and Delivery selectthe Report format and enter the email addresses

to which the report should be sent.
* Click ‘Save’at the bottom-right of the screen.
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FI Config View

* FI Details
 Branding Info

* Issuer System De
* BIN Details

» Assigned Apps




FI Config View Sub-Tab

18 Daoshboard % Customer Support @ Reports @ Fl Onboarding

FI Config View

* FI Config View is a

view-only sub-tab © Fioeis @ tssuer ystem Detals © e el © sssict pors © 5ronaing o
under FI Onboarding
that provides an
overview of the :
configuration trgmsiim
parameters that have L
been set up for the
financial institution. .
 Only FIAdmins can

view information on
this screen.
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FI Config View Sub-Tab

« The FI Config
View screenis
divided into five
sections that
users can
toggle between:

>
>
>

=

Fl Details
Branding Info
Issuer System
Detalls

BIN Details
Assigned Apps

FI Config View

Test 1 Bank

Io FI Details e Issuer System Details

©) BINDetails

o Assigned Apps

a Branding Info

Active
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FI Config View Sub-Tab

Fl Config View
Test 1 Bank -
o Fl Details e Issuer System Details 9 BIN Details o Assigned Apps e Branding Info
Name Walue
Active No
Fl Token 1234567881
Aligs 1
Alias 2
Fi Name

Contact Email Address

Billing Email Address

Contact Phone Nurber

Email Address to Commurnicate
ATM Search

Address

City

Stote

Zip

Email

Facebook Link

Twitter Link

Phone Number (1)
Hors Of Operation / Description (1)
Phone Number (2)
Hours Of Operation / Description (2)
Phone Number (3)

Hours Of Operation / Description (3)

« The FI Details component provides summaries of the information added during onboarding.
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FI Config View Sub-Tab

FlI Config View

© Fipetais

Issuer Systemn 1D

152

FI Token

123456789

o Issuer System Details

Issuer System Issuer System
Name Token
testing 675435

© BN Details

Issuer System Issuer System
Token Aliasl Token Alias2
Alias_2

Switch

FISC

o Assigned Apps

Description

testin

Test

Issuer Backend
System

Credit

e Branding Info

Supported BIN

575435

* The Issuer System Details component displays settings configured for the issuer system.
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FI Config View Sub-Tab

Fl Config View
Test
o Fl Details o Issuer System Details e BIN Details o Assigned Apps e Branding Info
BIN ID Issuer System BIN Numbe BIN Length G Cod Card Ty Default Card State 9 Card Defautt Pri
Token umber eng urrency Code ard Type efault Ca ate Numbers qult Primary
192 675435 675435 = US Dollar Credit - C-7 Active - C-2 unigque primary

« The BIN Details component displays settings configured for the bank identification
number.
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FI Config View Sub-Tab

Fl Config View

@ FiDetails

App Display Name
BET Mabile

MConsole OBO App
SECURLOCK EQUIP

o Issuer System Details

App Token
bbtmobileapp
MConscleOBOADD

FISSecurLOCKEquip

© BN Details

Registration Flow
Single Step Registration
Single Step Registration

Multi Step Registration

Test

o Assigned Apps

e Branding Info

Authentication Party
Local Authentication
Local Authentication

Local Authentication

Update Fl Data to AppFactory

false
false

false

The Assigned Apps component displays settings configured for the application.
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FI Config View Sub-Tab

FI Config View
Test v

o FI Details o Issuer System Details e BIN Details o Assigned Apps e Branding Info

Name Value Actual Image Size

Fl Logo eV 1240x300 px image

Card Fl Logo 2V F40x200 px image

Card Image Front - default ey 800x506 px image

Terms And Conditions e A

Privacy Palicy e MSA

« The Branding Info component displays branding settings configured for the application.
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